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Pure utility library for Elixir — no shell execution. Provides file operations,
cryptography, environment/config handling, retry, cache, and pure OS/Proc introspection.
Shell-based operations (Docker, Git, SSH, K8s, Compress, Network, OS arch/kernel/memory,
Proc ps/kill/lsof, File watch) moved to Trebejo v1.0.0.

Quick Start
def deps do
  [
    {:apero, "~> 3.0.0"}
  ]
end
Modules
File & Path
Apero.File.dir?("lib")                                    # => true
Apero.File.file?("mix.exs")                               # => true
Apero.File.read("config.json")                            # => {:ok, content}
Apero.File.write("out.txt", "hello")                      # => :ok
Apero.File.atomic_write("out.txt", "atomic!")             # => :ok
Apero.File.checksum("mix.exs", :sha256)                   # => {:ok, digest}
Apero.File.copy("a.txt", "b.txt")                         # => {:ok, bytes}
Apero.File.generate_tree(["lib/", "test/"])               # => ASCII tree
Cryptography
Apero.Crypto.sha256("data")                               # => hex digest
Apero.Crypto.random_hex(16)                               # => random token
{:ok, ct} = Apero.Crypto.encrypt("secret")                # AES-256-GCM
{:ok, pt} = Apero.Crypto.decrypt(ct, key)
Environment & Config
Apero.Env.load(".env")                                    # load .env file
Apero.Conf.load("app.yaml")                               # {:ok, config}
Cache
Apero.Cache.put(:my_cache, :key, "value")
{:ok, value} = Apero.Cache.get(:my_cache, :key)
Retry
Apero.Retry.with(fn -> Api.call() end, max_retries: 3)
OS & Proc (pure subset)
Apero.OS.type()                                           # => :linux | :macos | :windows
Apero.OS.hostname()                                       # => "myhost"
Apero.Proc.command_exists?("git")                         # => true
Apero.Proc.vm_memory()                                    # => bytes
Architecture
apero (pure stdlib)
  ├── File        — path ops, atomic I/O, trees, watcher GenServer
  ├── Crypto      — hashing (SHA-256/512, MD5), AES encryption, keys
  ├── Env / Conf  — environment variables, config files (JSON, YAML, TOML)
  ├── Cache       — in-memory ETS with TTL
  ├── Retry       — configurable retry with backoff
  ├── OS          — type detection, hostname (pure Erlang)
  └── Proc        — command availability, VM introspection (pure Elixir)
What moved to Trebejo
	Apero (v2.x)	Trebejo (v1.0.0)
	Apero.Docker.*	→ Trebejo.Docker.*
	Apero.Git.*	→ Trebejo.Git.* / Trebejo.Git.Local.*
	Apero.SSH.*	→ Trebejo.SSH.*
	Apero.Kubernetes.*	→ Trebejo.Kubernetes.*
	Apero.Compress.*	→ Trebejo.Compress.*
	Apero.Network.*	→ Trebejo.Network.*
	Apero.OS (arch, kernel, etc.)	→ Trebejo.OS.*
	Apero.Proc (ps, kill, lsof, etc.)	→ Trebejo.Proc.*
	Apero.File.watch	→ Trebejo.File.watch/3
	Apero.File.IO.disk_usage	→ Trebejo.File.IO.disk_usage/1

License
MIT
Una versión en español de este README está disponible en docs/README.es.md.


  

    Apero

[image: version]
[image: license]
Librería de utilidades puras para Elixir — sin ejecución de shell. Proporciona
operaciones de ficheros, criptografía, manejo de entorno/configuración, reintentos,
caché, y utilidades puras de SO/Procesos.
Las operaciones con shell (Docker, Git, SSH, K8s, Compress, Network,
OS arch/kernel/memoria, Proc ps/kill/lsof, File watch) se movieron a
Trebejo v1.0.0.

Inicio rápido
def deps do
  [
    {:apero, "~> 3.0.0"}
  ]
end
Módulos
File & Path
Apero.File.dir?("lib")                                    # => true
Apero.File.file?("mix.exs")                               # => true
Apero.File.read("config.json")                            # => {:ok, contenido}
Apero.File.write("salida.txt", "hola")                    # => :ok
Apero.File.atomic_write("salida.txt", "atómico!")         # => :ok
Apero.File.checksum("mix.exs", :sha256)                   # => {:ok, digest}
Apero.File.copy("a.txt", "b.txt")                         # => {:ok, bytes}
Apero.File.generate_tree(["lib/", "test/"])               # => árbol ASCII
Cryptografía
Apero.Crypto.sha256("datos")                              # => hex digest
Apero.Crypto.random_hex(16)                               # => token aleatorio
{:ok, ct} = Apero.Crypto.encrypt("secreto")               # AES-256-GCM
{:ok, pt} = Apero.Crypto.decrypt(ct, clave)
Entorno y Configuración
Apero.Env.load(".env")                                    # carga archivo .env
Apero.Conf.load("app.yaml")                               # {:ok, config}
Caché
Apero.Cache.put(:mi_cache, :clave, "valor")
{:ok, valor} = Apero.Cache.get(:mi_cache, :clave)
Reintentos
Apero.Retry.with(fn -> Api.llamar() end, max_retries: 3)
SO y Proc (subconjunto puro)
Apero.OS.type()                                           # => :linux | :macos | :windows
Apero.OS.hostname()                                       # => "miservidor"
Apero.Proc.command_exists?("git")                         # => true
Apero.Proc.vm_memory()                                    # => bytes
Arquitectura
apero (stdlib pura)
  ├── File      — operaciones de ruta, I/O atómico, árboles, GenServer watcher
  ├── Crypto    — hashing (SHA-256/512, MD5), cifrado AES, claves
  ├── Env/Conf  — variables de entorno, archivos de config (JSON, YAML, TOML)
  ├── Cache     — ETS en memoria con TTL
  ├── Retry     — reintentos configurables con backoff
  ├── OS        — detección de tipo, hostname (Erlang puro)
  └── Proc      — disponibilidad de comandos, introspección VM (Elixir puro)
Lo que se movió a Trebejo
	Apero (v2.x)	Trebejo (v1.0.0)
	Apero.Docker.*	→ Trebejo.Docker.*
	Apero.Git.*	→ Trebejo.Git.* / Trebejo.Git.Local.*
	Apero.SSH.*	→ Trebejo.SSH.*
	Apero.Kubernetes.*	→ Trebejo.Kubernetes.*
	Apero.Compress.*	→ Trebejo.Compress.*
	Apero.Network.*	→ Trebejo.Network.*
	Apero.OS (arch, kernel, etc.)	→ Trebejo.OS.*
	Apero.Proc (ps, kill, lsof, etc.)	→ Trebejo.Proc.*
	Apero.File.watch	→ Trebejo.File.watch/3
	Apero.File.IO.disk_usage	→ Trebejo.File.IO.disk_usage/1

Licencia
MIT
An English version of this README is available at ../README.md.


  

    MIT License

Copyright (c) 2026 Lorenzo Sánchez
Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.


  

    
Apero.Cache.ETS 
    



      
ETS-backed cache with TTL support.
Each cache is an independent named ETS table managed by its own GenServer.
Entries expire automatically via lazy removal on read and periodic sweeping.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

    
Apero 
    



      
Apero — Pure utility library for Elixir (no shell execution).
Provides domain-specific tools organised into independent modules behind a
consistent {:ok, result} | {:error, reason} interface.
What's in Apero
These modules are pure Elixir/Erlang with no shell execution dependency:
Security
	Apero.Crypto — hashing, AES encryption, key and password generation
	Apero.Crypto.Hash — SHA-256, SHA-512, MD5, HMAC
	Apero.Crypto.Cipher — AES-256-GCM, ChaCha20-Poly1305, AES-256-CTR streaming
	Apero.Crypto.Key — PBKDF2, Argon2id, ECDH, RSA key generation
	Apero.Crypto.Random — key generation, random hex/token/password, secure_compare

Environment
	Apero.Env — environment variable management and .env files
	Apero.Conf — config file validation, linting and formatting

Cache
	Apero.Cache — unified cache interface with ETS adapter

System (pure subset)
	Apero.OS — OS type detection and hostname (pure Erlang)
	Apero.Proc — command availability, VM introspection (pure Elixir)

File & Path
	Apero.File — file/path operations, atomic writes, temp resources, locking
	Apero.File.Path — path operations (copy, move, delete, glob, etc.)
	Apero.File.IO — I/O operations (atomic writes, checksums, temp resources, locking)
	Apero.File.Tree — ASCII tree generation and printing
	Apero.File.Watcher — file system watching via GenServer

Retry
	Apero.Retry — configurable retry with backoff

What moved to Trebejo
Shell-based modules moved to Trebejo v1.0.0:
	Trebejo.Docker, Trebejo.Git, Trebejo.SSH, Trebejo.Kubernetes
	Trebejo.Compress, Trebejo.Network, Trebejo.File.IO (run_cmd based)
	Trebejo.OS (arch, kernel, memory, CPU — shell-based)
	Trebejo.Proc (ps, kill, lsof, fuser, logs — shell-based)
	Trebejo.File (watch/unwatch — depends on Arrea.WorkerSupervisor)


      


      
        Summary


  
    Functions
  


    
      
        decrypt(encoded, key)

      


        See Apero.Crypto.Cipher.decrypt/2.



    


    
      
        encrypt(plaintext, key \\ nil)

      


        See Apero.Crypto.Cipher.encrypt/2.



    


    
      
        get_env(key, default \\ nil)

      


        See Apero.Env.get/2.



    


    
      
        md5(data)

      


        See Apero.Crypto.Hash.md5/1.



    


    
      
        os_type()

      


        See Apero.OS.type/0.



    


    
      
        put_env(key, value)

      


        See Apero.Env.put/2.



    


    
      
        retry(fun, opts \\ [])

      


        See Apero.Retry.with/2.



    


    
      
        sha256(data)

      


        See Apero.Crypto.Hash.sha256/1.



    


    
      
        sha512(data)

      


        See Apero.Crypto.Hash.sha512/1.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt(encoded, key)



        
          
        

    

  


  

See Apero.Crypto.Cipher.decrypt/2.

  



    

  
    
      
    
    
      encrypt(plaintext, key \\ nil)



        
          
        

    

  


  

See Apero.Crypto.Cipher.encrypt/2.

  



    

  
    
      
    
    
      get_env(key, default \\ nil)



        
          
        

    

  


  

See Apero.Env.get/2.

  



  
    
      
    
    
      md5(data)



        
          
        

    

  


  

See Apero.Crypto.Hash.md5/1.

  



  
    
      
    
    
      os_type()



        
          
        

    

  


  

See Apero.OS.type/0.

  



  
    
      
    
    
      put_env(key, value)



        
          
        

    

  


  

See Apero.Env.put/2.

  



    

  
    
      
    
    
      retry(fun, opts \\ [])



        
          
        

    

  


  

See Apero.Retry.with/2.

  



  
    
      
    
    
      sha256(data)



        
          
        

    

  


  

See Apero.Crypto.Hash.sha256/1.

  



  
    
      
    
    
      sha512(data)



        
          
        

    

  


  

See Apero.Crypto.Hash.sha512/1.

  


        

      


  

    
Apero.Application 
    



      
OTP application entry point for Apero.
Starts:
	Apero.Cache.Supervisor — for cache adapters that need their own
supervision (ETS-based adapters attach directly; Redis/Memcached
adapters would spawn a connection GenServer here).


      




  

    
Apero.Cache 
    



      
Unified cache interface — ETS, Redis, Memcached.
Provides a consistent API for different cache backends via the
Apero.Cache.Adapter behaviour.
Supported backends
	Apero.Cache.ETS — in-memory ETS with TTL (built-in, no deps)
	Apero.Cache.Redis — Redis via redix (optional dep)
	Apero.Cache.Memcached — Memcached via memcache (optional dep)

Usage
# ETS (built-in)
{:ok, pid} = Apero.Cache.start_link(Apero.Cache.ETS, name: :my_cache)
Apero.Cache.put(:my_cache, "key", "value", ttl: 3600)
Apero.Cache.get(:my_cache, "key") # => {:ok, "value"}

# Redis
Apero.Cache.put(:redis_cache, "key", "value")

      


      
        Summary


  
    Types
  


    
      
        cache_name()

      


    





  
    Functions
  


    
      
        delete(cache, key)

      


        Deletes a key.



    


    
      
        fetch(cache, key, fun, opts \\ [])

      


        Fetches or computes a value (cache-aside pattern).



    


    
      
        flush(cache)

      


        Clears all keys.



    


    
      
        get(cache, key)

      


        Retrieves a value. Returns {:ok, value} or {:error, :not_found}.



    


    
      
        member?(cache, key)

      


        Returns true if the key exists.



    


    
      
        put(cache, key, value, opts \\ [])

      


        Stores a value. Optional :ttl in seconds.



    


    
      
        size(cache)

      


        Returns the number of keys.



    


    
      
        start_link(adapter, opts \\ [])

      


        Starts a cache backend. Returns {:ok, pid}.



    





      


      
        Types


        


  
    
      
    
    
      cache_name()



        
          
        

    

  


  

      

          @type cache_name() :: atom() | pid()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete(cache, key)



        
          
        

    

  


  

      

          @spec delete(cache_name(), term()) :: :ok | {:error, term()}


      


Deletes a key.

  



    

  
    
      
    
    
      fetch(cache, key, fun, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(cache_name(), term(), (-> term()), keyword()) ::
  {:ok, term()} | {:error, term()}


      


Fetches or computes a value (cache-aside pattern).

  



  
    
      
    
    
      flush(cache)



        
          
        

    

  


  

      

          @spec flush(cache_name()) :: :ok | {:error, term()}


      


Clears all keys.

  



  
    
      
    
    
      get(cache, key)



        
          
        

    

  


  

      

          @spec get(cache_name(), term()) :: {:ok, term()} | {:error, :not_found}


      


Retrieves a value. Returns {:ok, value} or {:error, :not_found}.

  



  
    
      
    
    
      member?(cache, key)



        
          
        

    

  


  

      

          @spec member?(cache_name(), term()) :: boolean()


      


Returns true if the key exists.

  



    

  
    
      
    
    
      put(cache, key, value, opts \\ [])



        
          
        

    

  


  

      

          @spec put(cache_name(), term(), term(), keyword()) :: :ok | {:error, term()}


      


Stores a value. Optional :ttl in seconds.

  



  
    
      
    
    
      size(cache)



        
          
        

    

  


  

      

          @spec size(cache_name()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Returns the number of keys.

  



    

  
    
      
    
    
      start_link(adapter, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(
  module(),
  keyword()
) :: GenServer.on_start()


      


Starts a cache backend. Returns {:ok, pid}.

  


        

      


  

    
Apero.Cache.Adapter behaviour
    



      
Behaviour for cache backends.
Implement this behaviour to add support for a new cache system.

      


      
        Summary


  
    Callbacks
  


    
      
        delete(term, term)

      


    


    
      
        flush(term)

      


    


    
      
        get(term, term)

      


    


    
      
        member?(term, term)

      


    


    
      
        put(term, term, term, keyword)

      


    


    
      
        size(term)

      


    


    
      
        start_link(keyword)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      delete(term, term)



        
          
        

    

  


  

      

          @callback delete(term(), term()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      flush(term)



        
          
        

    

  


  

      

          @callback flush(term()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      get(term, term)



        
          
        

    

  


  

      

          @callback get(term(), term()) :: {:ok, term()} | {:error, :not_found}


      



  



  
    
      
    
    
      member?(term, term)



        
          
        

    

  


  

      

          @callback member?(term(), term()) :: boolean()


      



  



  
    
      
    
    
      put(term, term, term, keyword)



        
          
        

    

  


  

      

          @callback put(term(), term(), term(), keyword()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      size(term)



        
          
        

    

  


  

      

          @callback size(term()) :: {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      start_link(keyword)



        
          
        

    

  


  

      

          @callback start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Apero.Cache.Supervisor 
    



      
Supervisor for cache adapters.
Currently a no-op (the in-memory ETS cache does not need supervision)
but exists to provide an extension point for adapters that DO need
their own process (e.g. Redis, Memcached connection pools).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

    
Apero.File 
    



      
File system utilities — file ops, path operations, atomic writes, temp resources, locking.
Provides domain-specific tools for file and filesystem operations behind a
consistent {:ok, result} | {:error, reason} interface.
Submodules
	Apero.File.IO — I/O operations (atomic writes, checksums, temp resources, locking)
	Apero.File.Path — path operations (copy, move, delete, glob, etc.)
	Apero.File.Tree — ASCII tree generation and printing
	Apero.File.Watcher — file system watching via GenServer

Watching
File watching moved to Trebejo.File.watch/3 in v3.0.0 because it
depends on Arrea.WorkerSupervisor. The Apero.File.Watcher GenServer
remains in Apero (it is pure OTP), but the Trebejo.File.watch/3 convenience wrapper
is now in Trebejo.
Backward Compatibility
Apero.VFS is an alias for Apero.File for backward compatibility.
Security note
atomic_write/2 always creates the temp file in the same directory as the
target to guarantee rename(2) atomicity (cross-device renames fall back
to copy+delete).

      


      
        Summary


  
    Functions
  


    
      
        atomic_write(path, content)

      


        Writes content to path atomically using a temp-file + rename.



    


    
      
        basename(path)

      


        Returns the filename without extension.



    


    
      
        checksum(path, algo \\ :sha256)

      


        Computes the checksum of a file by streaming its contents in 64KB chunks.
Never loads the entire file into memory.



    


    
      
        checksum_many(paths, algo \\ :sha256)

      


        Computes checksums for multiple files in parallel.



    


    
      
        copy(source, dest)

      


        Copies source to dest. Creates parent directories as needed.
Returns {:ok, bytes_copied}.



    


    
      
        copy_dir(source, dest)

      


        Recursively copies a directory from source to dest.



    


    
      
        copy_many(pairs)

      


        Copies multiple files in parallel.



    


    
      
        delete(path)

      


        Deletes a file. Returns :ok even if the file did not exist.



    


    
      
        delete_dir(path)

      


        Recursively deletes a directory and all its contents.



    


    
      
        dir?(path)

      


        Returns true if the given path is an existing directory.



    


    
      
        ensure_dir(path)

      


        Creates the directory and all parents. Idempotent.



    


    
      
        exists?(path)

      


        Returns true if the given path exists (file, directory or symlink).



    


    
      
        expand(path)

      


        Expands ~ and relative path segments to an absolute path.



    


    
      
        extension(path)

      


        Returns the extension of a file path.



    


    
      
        file?(path)

      


        Returns true if the given path is an existing regular file.



    


    
      
        generate_tree(paths)

      


        Generates a visual ASCII tree from a list of file paths.



    


    
      
        glob(dir, pattern \\ "*", opts \\ [])

      


        Lists files matching a glob pattern in dir.



    


    
      
        move(source, dest)

      


        Moves source to dest. Uses rename when possible, falls back to copy+delete
on cross-device moves.



    


    
      
        mtime(path)

      


        Returns the last modification time of a file as a NaiveDateTime.



    


    
      
        print_tree(path)

      


        Prints an ASCII directory tree of path to stdout.



    


    
      
        read(path)

      


        Reads a text file and returns its contents.



    


    
      
        read_lines(path)

      


        Reads all non-empty, non-comment lines from a file.



    


    
      
        size(path)

      


        Returns the file size in bytes.



    


    
      
        symlink(target, link_path)

      


        Creates a symbolic link at link_path pointing to target.



    


    
      
        with_lock(lock_path, opts \\ [], fun)

      


        Acquires an advisory lock on lock_path, runs fun, then releases it.



    


    
      
        with_tmp_dir(opts \\ [], fun)

      


        Creates a temporary directory, yields its path to fun, then deletes it.
The directory is deleted even when fun raises.



    


    
      
        with_tmp_file(opts \\ [], fun)

      


        Creates a temporary file, yields its path to fun, then deletes it.
The file is deleted even when fun raises.



    


    
      
        write(path, content)

      


        Writes text to a file, creating parent directories as needed.



    





      


      
        Functions


        


  
    
      
    
    
      atomic_write(path, content)



        
          
        

    

  


  

      

          @spec atomic_write(binary(), iodata()) :: :ok | {:error, binary()}


      


Writes content to path atomically using a temp-file + rename.
The temp file is created in the same directory as path to ensure the
rename is atomic on POSIX systems. Parent directories are created as needed.
Examples
iex> path = Path.join(System.tmp_dir!(), "apero_atomic_test.txt")
iex> :ok = Apero.File.atomic_write(path, "hello")
iex> File.read!(path)
"hello"
iex> File.rm!(path)
:ok

  



  
    
      
    
    
      basename(path)



        
          
        

    

  


  

      

          @spec basename(binary()) :: binary()


      


Returns the filename without extension.
Examples
iex> Apero.File.basename("path/to/file.ex")
"file"

  



    

  
    
      
    
    
      checksum(path, algo \\ :sha256)



        
          
        

    

  


  

      

          @spec checksum(binary(), :sha256 | :sha512 | :md5 | :sha) ::
  {:ok, binary()} | {:error, binary()}


      


Computes the checksum of a file by streaming its contents in 64KB chunks.
Never loads the entire file into memory.
Supported algorithms: :sha256, :sha512, :md5, :sha.
Returns the lowercase hex-encoded digest.
Examples
iex> path = Path.join(System.tmp_dir!(), "apero_cs_test.bin")
iex> File.write!(path, "hello")
iex> {:ok, digest} = Apero.File.checksum(path, :sha256)
iex> String.length(digest)
64
iex> File.rm!(path)
:ok

  



    

  
    
      
    
    
      checksum_many(paths, algo \\ :sha256)



        
          
        

    

  


  

      

          @spec checksum_many([binary()], :sha256 | :sha512 | :md5 | :sha) :: %{
  required(binary()) => {:ok, binary()} | {:error, binary()}
}


      


Computes checksums for multiple files in parallel.
Returns a map of path => {:ok, digest} | {:error, reason}.

  



  
    
      
    
    
      copy(source, dest)



        
          
        

    

  


  

      

          @spec copy(binary(), binary()) :: {:ok, non_neg_integer()} | {:error, binary()}


      


Copies source to dest. Creates parent directories as needed.
Returns {:ok, bytes_copied}.

  



  
    
      
    
    
      copy_dir(source, dest)



        
          
        

    

  


  

      

          @spec copy_dir(binary(), binary()) :: :ok | {:error, binary()}


      


Recursively copies a directory from source to dest.

  



  
    
      
    
    
      copy_many(pairs)



        
          
        

    

  


  

      

          @spec copy_many([{binary(), binary()}]) :: [ok: non_neg_integer(), error: binary()]


      


Copies multiple files in parallel.
Each element of pairs is a {source, dest} tuple.
Returns [{:ok, bytes} | {:error, reason}] in the same order.

  



  
    
      
    
    
      delete(path)



        
          
        

    

  


  

      

          @spec delete(binary()) :: :ok | {:error, binary()}


      


Deletes a file. Returns :ok even if the file did not exist.

  



  
    
      
    
    
      delete_dir(path)



        
          
        

    

  


  

      

          @spec delete_dir(binary()) :: :ok | {:error, binary()}


      


Recursively deletes a directory and all its contents.

  



  
    
      
    
    
      dir?(path)



        
          
        

    

  


  

      

          @spec dir?(binary()) :: boolean()


      


Returns true if the given path is an existing directory.

  



  
    
      
    
    
      ensure_dir(path)



        
          
        

    

  


  

      

          @spec ensure_dir(binary()) :: :ok | {:error, File.posix()}


      


Creates the directory and all parents. Idempotent.

  



  
    
      
    
    
      exists?(path)



        
          
        

    

  


  

      

          @spec exists?(binary()) :: boolean()


      


Returns true if the given path exists (file, directory or symlink).

  



  
    
      
    
    
      expand(path)



        
          
        

    

  


  

      

          @spec expand(binary()) :: binary()


      


Expands ~ and relative path segments to an absolute path.

  



  
    
      
    
    
      extension(path)



        
          
        

    

  


  

      

          @spec extension(binary()) :: binary()


      


Returns the extension of a file path.
Examples
iex> Apero.File.extension("archive.tar.gz")
".gz"

  



  
    
      
    
    
      file?(path)



        
          
        

    

  


  

      

          @spec file?(binary()) :: boolean()


      


Returns true if the given path is an existing regular file.

  



  
    
      
    
    
      generate_tree(paths)



        
          
        

    

  


  

      

          @spec generate_tree([binary()]) :: binary()


      


Generates a visual ASCII tree from a list of file paths.
Returns a printable string with ├─ and └─ connectors.
The last item at each level uses └─, all others use ├─.
Examples
iex> Apero.File.generate_tree(["a"])
"└─ a"

  



    

    

  
    
      
    
    
      glob(dir, pattern \\ "*", opts \\ [])



        
          
        

    

  


  

      

          @spec glob(binary(), binary(), keyword()) :: [binary()]


      


Lists files matching a glob pattern in dir.
Options
	:recursive — recurse into subdirectories (default: false)


  



  
    
      
    
    
      move(source, dest)



        
          
        

    

  


  

      

          @spec move(binary(), binary()) :: :ok | {:error, binary()}


      


Moves source to dest. Uses rename when possible, falls back to copy+delete
on cross-device moves.

  



  
    
      
    
    
      mtime(path)



        
          
        

    

  


  

      

          @spec mtime(binary()) :: {:ok, NaiveDateTime.t()} | {:error, File.posix()}


      


Returns the last modification time of a file as a NaiveDateTime.

  



  
    
      
    
    
      print_tree(path)



        
          
        

    

  


  

      

          @spec print_tree(binary()) :: :ok


      


Prints an ASCII directory tree of path to stdout.

  



  
    
      
    
    
      read(path)



        
          
        

    

  


  

      

          @spec read(binary()) :: {:ok, binary()} | {:error, binary()}


      


Reads a text file and returns its contents.

  



  
    
      
    
    
      read_lines(path)



        
          
        

    

  


  

      

          @spec read_lines(binary()) :: {:ok, [binary()]} | {:error, binary()}


      


Reads all non-empty, non-comment lines from a file.
Lines starting with # and blank lines are removed. Content is trimmed.

  



  
    
      
    
    
      size(path)



        
          
        

    

  


  

      

          @spec size(binary()) :: {:ok, non_neg_integer()} | {:error, File.posix()}


      


Returns the file size in bytes.

  



  
    
      
    
    
      symlink(target, link_path)



        
          
        

    

  


  

      

          @spec symlink(binary(), binary()) :: :ok | {:error, binary()}


      


Creates a symbolic link at link_path pointing to target.

  



    

  
    
      
    
    
      with_lock(lock_path, opts \\ [], fun)



        
          
        

    

  


  

      

          @spec with_lock(binary(), keyword(), (-> any())) :: any() | {:error, :timeout}


      


Acquires an advisory lock on lock_path, runs fun, then releases it.
Retries on EEXIST until timeout. Returns {:error, :timeout} if the
lock cannot be acquired within the deadline.
Options
	:timeout_ms — how long to wait in ms (default: 5_000)
	:retry_ms — poll interval in ms (default: 100)


  



    

  
    
      
    
    
      with_tmp_dir(opts \\ [], fun)



        
          
        

    

  


  

      

          @spec with_tmp_dir(
  keyword(),
  (binary() -> any())
) :: any()


      


Creates a temporary directory, yields its path to fun, then deletes it.
The directory is deleted even when fun raises.

  



    

  
    
      
    
    
      with_tmp_file(opts \\ [], fun)



        
          
        

    

  


  

      

          @spec with_tmp_file(
  keyword(),
  (binary() -> any())
) :: any()


      


Creates a temporary file, yields its path to fun, then deletes it.
The file is deleted even when fun raises.
Options
	:suffix — file extension suffix (default: "")
	:dir — parent directory (default: System.tmp_dir!/0)


  



  
    
      
    
    
      write(path, content)



        
          
        

    

  


  

      

          @spec write(binary(), iodata()) :: :ok | {:error, binary()}


      


Writes text to a file, creating parent directories as needed.

  


        

      


  

    
Apero.File.IO 
    



      
I/O operations: atomic writes, checksums, temporary resources, file locking.
These functions are exposed via Apero.File.* delegates. You normally call them
through Apero.File rather than directly.
Only pure I/O operations remain in Apero v3.0.0.
Shell-based I/O (Trebejo.File.IO.disk_usage/1) moved to Trebejo.File.IO.


      




  

    
Apero.File.Path 
    



      
Path operations: directory checks, glob, copy, move, delete, read, write.
These functions are exposed via Apero.File.* delegates. You normally call them
through Apero.File rather than directly.

      




  

    
Apero.File.Tree 
    



      
ASCII tree generation and printing for file listings.
These functions are exposed via Apero.File.* delegates. You normally call them
through Apero.File rather than directly.

      




  

    
Apero.File.Watcher 
    



      
File system watcher GenServer.
This is a pure OTP GenServer that wraps file_system for watching
file changes. The watch/3 convenience function moved to Trebejo.File
in v3.0.0 because it depends on Arrea.WorkerSupervisor, but this
GenServer remains in Apero.
You normally use Trebejo.File.watch/3 rather than instantiating this
directly.

      


      
        Summary


  
    Types
  


    
      
        callback()

      


    


    
      
        event()

      


    





  
    Functions
  


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      callback()



        
          
        

    

  


  

      

          @type callback() :: ([{binary(), [event()]}] -> any())


      



  



  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  :modified | :created | :deleted | :renamed | :isdir | :attribute | atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword() | map()) :: GenServer.on_start()


      



  


        

      


  

    
Apero.Crypto 
    



      
Cryptographic utilities — hashing, symmetric/asymmetric encryption, KDF.
Submodules
This module is a facade that delegates to specialized submodules:
	Apero.Crypto.Hash — SHA-256, SHA-512, MD5, HMAC
	Apero.Crypto.Cipher — AES-256-GCM, ChaCha20-Poly1305, AES-256-CTR streaming
	Apero.Crypto.Key — PBKDF2, Argon2id, ECDH, RSA key generation
	Apero.Crypto.Random — key generation, random hex/token/password, secure_compare

Deprecation
All functions in this module are deprecated in favor of the submodules.
Use Apero.Crypto.Hash, Apero.Crypto.Cipher, Apero.Crypto.Key, and
Apero.Crypto.Random directly.
All keys and IVs use :crypto.strong_rand_bytes/1. Encrypted values are
self-contained (IV/nonce + tag + ciphertext, Base64-encoded).

      


      
        Summary


  
    Functions
  


    
      
        argon2id(password, salt, opts \\ [])

          deprecated

      


        Derives a key using Argon2id (requires optional argon2_elixir dependency).



    


    
      
        compute_ecdh_secret(my_private, peer_public)

          deprecated

      


        Computes a shared secret from your private key and peer's public key.



    


    
      
        decrypt(encoded, key)

          deprecated

      


        Decrypts a value encrypted with encrypt/2. Returns {:ok, plaintext} or {:error, reason}.



    


    
      
        decrypt_chacha20(encoded, key)

          deprecated

      


        Decrypts ChaCha20-Poly1305 encrypted data.



    


    
      
        decrypt_ctr(ciphertext, key, iv)

          deprecated

      


        Decrypts data encrypted with AES-256-CTR streaming.



    


    
      
        encrypt(plaintext, key \\ nil)

          deprecated

      


        Encrypts plaintext with AES-256-GCM. Returns {:ok, ciphertext}.



    


    
      
        encrypt_chacha20(plaintext, key)

          deprecated

      


        Encrypts plaintext with ChaCha20-Poly1305.



    


    
      
        generate_ecdh_keypair()

          deprecated

      


        Generates an X25519 key pair. Returns {private_key, public_key} (both raw binary).



    


    
      
        generate_key()

          deprecated

      


        Generates a random 256-bit key.



    


    
      
        generate_rsa_keypair()

          deprecated

      


        Generates an RSA key pair (2048-bit). Returns {private_der, public_der}.



    


    
      
        hmac(secret, data)

          deprecated

      


        HMAC-SHA256 (hex encoded).



    


    
      
        md5(data)

          deprecated

      


        MD5 hash (hex encoded). NOTE: MD5 is cryptographically broken — only for checksums.



    


    
      
        pbkdf2(password, salt, opts \\ [])

          deprecated

      


        Derives a key using PBKDF2-HMAC-SHA256.



    


    
      
        random_hex(bytes \\ 32)

          deprecated

      


        Generates a random hex string.



    


    
      
        random_password(length \\ 24, opts \\ [])

          deprecated

      


        Generates a random password with configurable length and character sets.



    


    
      
        random_token(bytes \\ 32)

          deprecated

      


        Generates a random URL-safe token.



    


    
      
        secure_compare(a, b)

          deprecated

      


        Timing-safe string comparison.



    


    
      
        sha256(data)

          deprecated

      


        SHA-256 hash (hex encoded).



    


    
      
        sha512(data)

          deprecated

      


        SHA-512 hash (hex encoded).



    


    
      
        stream_encrypt(arg, chunk)

          deprecated

      


        Encrypts a chunk of data in streaming mode.



    


    
      
        stream_finalize(state)

          deprecated

      


        Finalizes a streaming encryption. Returns the final state (discard after).



    


    
      
        stream_init(key)

          deprecated

      


        Starts an AES-256-CTR encryption stream. Use with stream_encrypt/2 and stream_finalize/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      argon2id(password, salt, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Key.argon2id/3 instead.
    


  

      

          @spec argon2id(binary(), binary(), keyword()) :: {:ok, binary()} | {:error, term()}


      


Derives a key using Argon2id (requires optional argon2_elixir dependency).

  



  
    
      
    
    
      compute_ecdh_secret(my_private, peer_public)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Key.compute_ecdh_secret/2 instead.
    


  

      

          @spec compute_ecdh_secret(binary(), binary()) :: {:ok, binary()} | :error


      


Computes a shared secret from your private key and peer's public key.

  



  
    
      
    
    
      decrypt(encoded, key)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.decrypt/2 instead.
    


  

      

          @spec decrypt(binary(), binary()) :: {:ok, binary()} | {:error, term()}


      


Decrypts a value encrypted with encrypt/2. Returns {:ok, plaintext} or {:error, reason}.

  



  
    
      
    
    
      decrypt_chacha20(encoded, key)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.decrypt_chacha20/2 instead.
    


  

      

          @spec decrypt_chacha20(binary(), binary()) :: {:ok, binary()} | :error


      


Decrypts ChaCha20-Poly1305 encrypted data.

  



  
    
      
    
    
      decrypt_ctr(ciphertext, key, iv)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.decrypt_ctr/3 instead.
    


  

      

          @spec decrypt_ctr(binary(), binary(), binary()) :: {:ok, binary()} | :error


      


Decrypts data encrypted with AES-256-CTR streaming.

  



    

  
    
      
    
    
      encrypt(plaintext, key \\ nil)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.encrypt/2 instead.
    


  

      

          @spec encrypt(binary(), binary() | nil) :: {:ok, binary()}


      


Encrypts plaintext with AES-256-GCM. Returns {:ok, ciphertext}.

  



  
    
      
    
    
      encrypt_chacha20(plaintext, key)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.encrypt_chacha20/2 instead.
    


  

      

          @spec encrypt_chacha20(binary(), binary()) :: binary()


      


Encrypts plaintext with ChaCha20-Poly1305.

  



  
    
      
    
    
      generate_ecdh_keypair()



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Key.generate_ecdh_keypair/0 instead.
    


  

      

          @spec generate_ecdh_keypair() :: {binary(), binary()}


      


Generates an X25519 key pair. Returns {private_key, public_key} (both raw binary).

  



  
    
      
    
    
      generate_key()



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Random.generate_key/0 instead.
    


  

      

          @spec generate_key() :: binary()


      


Generates a random 256-bit key.

  



  
    
      
    
    
      generate_rsa_keypair()



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Key.generate_rsa_keypair/0 instead.
    


  

      

          @spec generate_rsa_keypair() :: {:ok, {binary(), binary()}} | {:error, term()}


      


Generates an RSA key pair (2048-bit). Returns {private_der, public_der}.

  



  
    
      
    
    
      hmac(secret, data)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Hash.hmac/2 instead.
    


  

      

          @spec hmac(binary(), binary()) :: binary()


      


HMAC-SHA256 (hex encoded).

  



  
    
      
    
    
      md5(data)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Hash.md5/1 instead.
    


  

      

          @spec md5(binary()) :: binary()


      


MD5 hash (hex encoded). NOTE: MD5 is cryptographically broken — only for checksums.

  



    

  
    
      
    
    
      pbkdf2(password, salt, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Key.pbkdf2/3 instead.
    


  

      

          @spec pbkdf2(binary(), binary(), keyword()) :: binary()


      


Derives a key using PBKDF2-HMAC-SHA256.

  



    

  
    
      
    
    
      random_hex(bytes \\ 32)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Random.random_hex/1 instead.
    


  

      

          @spec random_hex(non_neg_integer()) :: binary()


      


Generates a random hex string.

  



    

    

  
    
      
    
    
      random_password(length \\ 24, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Random.random_password/2 instead.
    


  

      

          @spec random_password(
  non_neg_integer(),
  keyword()
) :: binary()


      


Generates a random password with configurable length and character sets.

  



    

  
    
      
    
    
      random_token(bytes \\ 32)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Random.random_token/1 instead.
    


  

      

          @spec random_token(non_neg_integer()) :: binary()


      


Generates a random URL-safe token.

  



  
    
      
    
    
      secure_compare(a, b)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Random.secure_compare/2 instead.
    


  

      

          @spec secure_compare(binary(), binary()) :: boolean()


      


Timing-safe string comparison.

  



  
    
      
    
    
      sha256(data)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Hash.sha256/1 instead.
    


  

      

          @spec sha256(binary()) :: binary()


      


SHA-256 hash (hex encoded).

  



  
    
      
    
    
      sha512(data)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Hash.sha512/1 instead.
    


  

      

          @spec sha512(binary()) :: binary()


      


SHA-512 hash (hex encoded).

  



  
    
      
    
    
      stream_encrypt(arg, chunk)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.stream_encrypt/2 instead.
    


  

      

          @spec stream_encrypt(
  {any(), binary()},
  binary()
) :: {any(), binary(), binary()}


      


Encrypts a chunk of data in streaming mode.

  



  
    
      
    
    
      stream_finalize(state)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.stream_finalize/1 instead.
    


  

      

          @spec stream_finalize(any()) :: binary()


      


Finalizes a streaming encryption. Returns the final state (discard after).

  



  
    
      
    
    
      stream_init(key)



        
          
        

    

  


    
      This function is deprecated. Use Apero.Crypto.Cipher.stream_init/1 instead.
    


  

      

          @spec stream_init(binary()) :: {any(), binary()}


      


Starts an AES-256-CTR encryption stream. Use with stream_encrypt/2 and stream_finalize/1.

  


        

      


  

    
Apero.Crypto.Cipher 
    



      
Symmetric encryption and streaming cipher utilities.
Supports AES-256-GCM (authenticated), ChaCha20-Poly1305, and
AES-256-CTR (streaming mode for large files/streams).
All encrypted values are self-contained (IV/nonce + tag + ciphertext,
Base64-encoded) and use :crypto.strong_rand_bytes/1 for key/IV generation.

      


      
        Summary


  
    Functions
  


    
      
        decrypt(encoded, key)

      


        Decrypts a value encrypted with encrypt/2. Returns {:ok, plaintext} or {:error, reason}.



    


    
      
        decrypt_chacha20(encoded, key)

      


        Decrypts ChaCha20-Poly1305 encrypted data. Returns plaintext on success, :error on failure.



    


    
      
        decrypt_ctr(ciphertext, key, iv)

      


        Decrypts data encrypted with AES-256-CTR streaming.



    


    
      
        encrypt(plaintext, key \\ nil)

      


        Encrypts plaintext with AES-256-GCM. Returns {:ok, ciphertext}.



    


    
      
        encrypt_chacha20(plaintext, key)

      


        Encrypts plaintext with ChaCha20-Poly1305.



    


    
      
        stream_encrypt(arg, chunk)

      


        Encrypts a chunk of data in streaming mode.



    


    
      
        stream_finalize(state)

      


        Finalizes a streaming encryption. Returns the final state (discard after).



    


    
      
        stream_init(key)

      


        Starts an AES-256-CTR encryption stream. Use with stream_encrypt/2 and stream_finalize/1.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt(encoded, key)



        
          
        

    

  


  

      

          @spec decrypt(binary(), binary()) :: {:ok, binary()} | {:error, term()}


      


Decrypts a value encrypted with encrypt/2. Returns {:ok, plaintext} or {:error, reason}.

  



  
    
      
    
    
      decrypt_chacha20(encoded, key)



        
          
        

    

  


  

      

          @spec decrypt_chacha20(binary(), binary()) :: binary() | :error


      


Decrypts ChaCha20-Poly1305 encrypted data. Returns plaintext on success, :error on failure.

  



  
    
      
    
    
      decrypt_ctr(ciphertext, key, iv)



        
          
        

    

  


  

      

          @spec decrypt_ctr(binary(), binary(), binary()) :: {:ok, binary()} | :error


      


Decrypts data encrypted with AES-256-CTR streaming.

  



    

  
    
      
    
    
      encrypt(plaintext, key \\ nil)



        
          
        

    

  


  

      

          @spec encrypt(binary(), binary() | nil) :: {:ok, binary()}


      


Encrypts plaintext with AES-256-GCM. Returns {:ok, ciphertext}.

  



  
    
      
    
    
      encrypt_chacha20(plaintext, key)



        
          
        

    

  


  

      

          @spec encrypt_chacha20(binary(), binary()) :: binary()


      


Encrypts plaintext with ChaCha20-Poly1305.

  



  
    
      
    
    
      stream_encrypt(arg, chunk)



        
          
        

    

  


  

      

          @spec stream_encrypt(
  {any(), binary()},
  binary()
) :: {any(), binary(), binary()}


      


Encrypts a chunk of data in streaming mode.

  



  
    
      
    
    
      stream_finalize(state)



        
          
        

    

  


  

      

          @spec stream_finalize(any()) :: binary()


      


Finalizes a streaming encryption. Returns the final state (discard after).

  



  
    
      
    
    
      stream_init(key)



        
          
        

    

  


  

      

          @spec stream_init(binary()) :: {any(), binary()}


      


Starts an AES-256-CTR encryption stream. Use with stream_encrypt/2 and stream_finalize/1.

  


        

      


  

    
Apero.Crypto.Hash 
    



      
Cryptographic hashing functions.
Provides SHA-256, SHA-512, MD5, and HMAC hashing, all returning
lowercase hex-encoded strings.
Examples
iex> Apero.Crypto.Hash.sha256("hello")
"2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824"

      


      
        Summary


  
    Functions
  


    
      
        hmac(secret, data)

      


        HMAC-SHA256 (hex encoded).



    


    
      
        md5(data)

      


        MD5 hash (hex encoded). NOTE: MD5 is cryptographically broken — only for checksums.



    


    
      
        sha256(data)

      


        SHA-256 hash (hex encoded).



    


    
      
        sha512(data)

      


        SHA-512 hash (hex encoded).



    





      


      
        Functions


        


  
    
      
    
    
      hmac(secret, data)



        
          
        

    

  


  

      

          @spec hmac(binary(), binary()) :: binary()


      


HMAC-SHA256 (hex encoded).

  



  
    
      
    
    
      md5(data)



        
          
        

    

  


  

      

          @spec md5(binary()) :: binary()


      


MD5 hash (hex encoded). NOTE: MD5 is cryptographically broken — only for checksums.

  



  
    
      
    
    
      sha256(data)



        
          
        

    

  


  

      

          @spec sha256(binary()) :: binary()


      


SHA-256 hash (hex encoded).

  



  
    
      
    
    
      sha512(data)



        
          
        

    

  


  

      

          @spec sha512(binary()) :: binary()


      


SHA-512 hash (hex encoded).

  


        

      


  

    
Apero.Crypto.Key 
    



      
Key derivation and asymmetric key generation utilities.
Provides:
	Key derivation: PBKDF2, Argon2id
	Key exchange: ECDH (X25519)
	Asymmetric: RSA key generation


      


      
        Summary


  
    Functions
  


    
      
        argon2id(password, salt, opts \\ [])

      


        Derives a key using Argon2id (requires optional argon2_elixir dependency).



    


    
      
        compute_ecdh_secret(my_private, peer_public)

      


        Computes a shared secret from your private key and peer's public key.



    


    
      
        generate_ecdh_keypair()

      


        Generates an X25519 key pair. Returns {private_key, public_key} (both raw binary).



    


    
      
        generate_rsa_keypair()

      


        Generates an RSA key pair (2048-bit). Returns {private_der, public_der}.



    


    
      
        pbkdf2(password, salt, opts \\ [])

      


        Derives a key using PBKDF2-HMAC-SHA256.



    





      


      
        Functions


        


    

  
    
      
    
    
      argon2id(password, salt, opts \\ [])



        
          
        

    

  


  

      

          @spec argon2id(binary(), binary(), keyword()) :: {:ok, binary()} | {:error, term()}


      


Derives a key using Argon2id (requires optional argon2_elixir dependency).

  



  
    
      
    
    
      compute_ecdh_secret(my_private, peer_public)



        
          
        

    

  


  

      

          @spec compute_ecdh_secret(binary(), binary()) :: {:ok, binary()} | :error


      


Computes a shared secret from your private key and peer's public key.

  



  
    
      
    
    
      generate_ecdh_keypair()



        
          
        

    

  


  

      

          @spec generate_ecdh_keypair() :: {binary(), binary()}


      


Generates an X25519 key pair. Returns {private_key, public_key} (both raw binary).

  



  
    
      
    
    
      generate_rsa_keypair()



        
          
        

    

  


  

      

          @spec generate_rsa_keypair() :: {:ok, {binary(), binary()}} | {:error, term()}


      


Generates an RSA key pair (2048-bit). Returns {private_der, public_der}.

  



    

  
    
      
    
    
      pbkdf2(password, salt, opts \\ [])



        
          
        

    

  


  

      

          @spec pbkdf2(binary(), binary(), keyword()) :: binary()


      


Derives a key using PBKDF2-HMAC-SHA256.

  


        

      


  

    
Apero.Crypto.Random 
    



      
Random generation utilities for cryptographic purposes.
Provides secure random generation for keys, tokens, passwords, and
timing-safe comparison.

      


      
        Summary


  
    Functions
  


    
      
        generate_key()

      


        Generates a random 256-bit key.



    


    
      
        random_hex(bytes \\ 32)

      


        Generates a random hex string.



    


    
      
        random_password(length \\ 24, opts \\ [])

      


        Generates a random password with configurable length and character sets.



    


    
      
        random_token(bytes \\ 32)

      


        Generates a random URL-safe token.



    


    
      
        secure_compare(a, b)

      


        Timing-safe string comparison.



    





      


      
        Functions


        


  
    
      
    
    
      generate_key()



        
          
        

    

  


  

      

          @spec generate_key() :: binary()


      


Generates a random 256-bit key.

  



    

  
    
      
    
    
      random_hex(bytes \\ 32)



        
          
        

    

  


  

      

          @spec random_hex(non_neg_integer()) :: binary()


      


Generates a random hex string.

  



    

    

  
    
      
    
    
      random_password(length \\ 24, opts \\ [])



        
          
        

    

  


  

      

          @spec random_password(
  non_neg_integer(),
  keyword()
) :: binary()


      


Generates a random password with configurable length and character sets.

  



    

  
    
      
    
    
      random_token(bytes \\ 32)



        
          
        

    

  


  

      

          @spec random_token(non_neg_integer()) :: binary()


      


Generates a random URL-safe token.

  



  
    
      
    
    
      secure_compare(a, b)



        
          
        

    

  


  

      

          @spec secure_compare(binary(), binary()) :: boolean()


      


Timing-safe string comparison.

  


        

      


  

    
Apero.Conf 
    



      
Configuration file management — unified interface for JSON, YAML and TOML.
Provides operations for loading, validating, writing and merging config files
regardless of their format. The format is auto-detected from the file extension
and can be explicitly specified.
For .env files and environment variables, use Apero.Env.

      


      
        Summary


  
    Types
  


    
      
        format()

      


    





  
    Functions
  


    
      
        detect_format(path)

      


        Detects the config format from a file extension.



    


    
      
        encode(data, atom)

      


        Serializes a map to a config string.



    


    
      
        get(config, key_path)

      


        Gets a nested value from a config map using dot-separated key path.



    


    
      
        load(path, opts \\ [])

      


        Loads a config file. Format is auto-detected from extension.



    


    
      
        merge(configs)

      


        Merges a list of config maps. Later entries override earlier ones.



    


    
      
        parse(content, atom)

      


        Parses a config string in the given format.



    


    
      
        print_summary(config, title \\ "Configuration")

      


        Prints a formatted summary of a config map to the terminal.



    


    
      
        set(config, key_path, value)

      


        Sets a nested value in a config map using dot-separated key path.



    


    
      
        validate(config, schema)

      


        Validates a config map against a schema map (shallow key-type check).



    


    
      
        write(path, data, opts \\ [])

      


        Writes a map to a config file.



    





      


      
        Types


        


  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: :json | :yaml | :toml


      



  


        

      

      
        Functions


        


  
    
      
    
    
      detect_format(path)



        
          
        

    

  


  

      

          @spec detect_format(Path.t()) :: format()


      


Detects the config format from a file extension.

  



  
    
      
    
    
      encode(data, atom)



        
          
        

    

  


  

      

          @spec encode(map(), format()) :: {:ok, String.t()} | {:error, term()}


      


Serializes a map to a config string.

  



  
    
      
    
    
      get(config, key_path)



        
          
        

    

  


  

      

          @spec get(map(), String.t()) :: term()


      


Gets a nested value from a config map using dot-separated key path.
Examples
iex> Conf.get(%{retrieval: %{vector_weight: 0.5}}, "retrieval.vector_weight")
0.5

iex> Conf.get(%{foo: 1}, "bar")
nil

  



    

  
    
      
    
    
      load(path, opts \\ [])



        
          
        

    

  


  

      

          @spec load(
  Path.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Loads a config file. Format is auto-detected from extension.

  



  
    
      
    
    
      merge(configs)



        
          
        

    

  


  

      

          @spec merge([map()]) :: map()


      


Merges a list of config maps. Later entries override earlier ones.

  



  
    
      
    
    
      parse(content, atom)



        
          
        

    

  


  

      

          @spec parse(String.t(), format()) :: {:ok, map()} | {:error, term()}


      


Parses a config string in the given format.

  



    

  
    
      
    
    
      print_summary(config, title \\ "Configuration")



        
          
        

    

  


  

      

          @spec print_summary(map(), String.t()) :: :ok


      


Prints a formatted summary of a config map to the terminal.

  



  
    
      
    
    
      set(config, key_path, value)



        
          
        

    

  


  

      

          @spec set(map(), String.t(), term()) :: map()


      


Sets a nested value in a config map using dot-separated key path.
Returns an updated config map (immutable — original is not modified).
Examples
iex> Conf.set(%{retrieval: %{vector_weight: 0.5}}, "retrieval.vector_weight", 0.8)
%{retrieval: %{vector_weight: 0.8}}

  



  
    
      
    
    
      validate(config, schema)



        
          
        

    

  


  

      

          @spec validate(map(), map()) :: :ok | {:error, [String.t()]}


      


Validates a config map against a schema map (shallow key-type check).

  



    

  
    
      
    
    
      write(path, data, opts \\ [])



        
          
        

    

  


  

      

          @spec write(Path.t(), map(), keyword()) :: :ok | {:error, term()}


      


Writes a map to a config file.

  


        

      


  

    
Apero.Env 
    



      
Environment variable management for Apero.
Provides loading from .env files, merging with system environment,
value parsing, required-variable validation and type coercion.
Loading a .env file
Apero.Env.load(".env")
System.get_env("MY_VAR")  # now available

      


      
        Summary


  
    Functions
  


    
      
        all()

      


        Returns a map of all current environment variables.



    


    
      
        delete(key)

      


        Removes a key from the process environment.



    


    
      
        get(key, default \\ nil)

      


        Gets an environment variable, returning default if not set.



    


    
      
        get_as(key, type)

      


        Gets an environment variable and casts it to the given type.



    


    
      
        load(path \\ ".env")

      


        Loads a .env file and puts each key-value pair into the process environment.



    


    
      
        put(key, value)

      


        Sets a key-value pair in the process environment.



    


    
      
        read(path \\ ".env")

      


        Reads a .env file and returns its contents as a map without modifying
the process environment.



    


    
      
        require_keys(keys)

      


        Validates that all required environment variables are set.



    


    
      
        write(path \\ ".env", vars)

      


        Writes a map of key-value pairs to a .env file.



    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: map()


      


Returns a map of all current environment variables.

  



  
    
      
    
    
      delete(key)



        
          
        

    

  


  

      

          @spec delete(binary()) :: :ok


      


Removes a key from the process environment.

  



    

  
    
      
    
    
      get(key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(binary(), any()) :: binary() | any()


      


Gets an environment variable, returning default if not set.

  



  
    
      
    
    
      get_as(key, type)



        
          
        

    

  


  

      

          @spec get_as(binary(), :string | :integer | :float | :boolean | :atom) ::
  {:ok, any()} | {:error, binary()}


      


Gets an environment variable and casts it to the given type.
Supported types: :string, :integer, :float, :boolean, :atom.
Returns {:ok, value} or {:error, reason}.
Examples
iex> System.put_env("PORT", "4000")
iex> Apero.Env.get_as("PORT", :integer)
{:ok, 4000}

iex> System.put_env("DEBUG", "true")
iex> Apero.Env.get_as("DEBUG", :boolean)
{:ok, true}

  



    

  
    
      
    
    
      load(path \\ ".env")



        
          
        

    

  


  

      

          @spec load(binary()) :: {:ok, map()} | {:error, binary()}


      


Loads a .env file and puts each key-value pair into the process environment.
Lines starting with # and empty lines are ignored. Both KEY=VALUE and
export KEY=VALUE formats are supported. Values may optionally be quoted.
⚠️ Side-effect: This function mutates the global OS environment for
the entire BEAM virtual machine via System.put_env/2. Use with caution
in multi-application deployments.
Returns the loaded values as a map.

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @spec put(binary(), binary()) :: :ok


      


Sets a key-value pair in the process environment.

  



    

  
    
      
    
    
      read(path \\ ".env")



        
          
        

    

  


  

      

          @spec read(binary()) :: {:ok, map()} | {:error, binary()}


      


Reads a .env file and returns its contents as a map without modifying
the process environment.

  



  
    
      
    
    
      require_keys(keys)



        
          
        

    

  


  

      

          @spec require_keys([binary()]) :: {:ok, map()} | {:error, [binary()]}


      


Validates that all required environment variables are set.
Returns {:ok, map} with the values, or {:error, [missing_keys]}.
Examples
iex> System.put_env("HOST", "localhost")
iex> {:ok, values} = Apero.Env.require_keys(["HOST"])
iex> values["HOST"]
"localhost"

  



    

  
    
      
    
    
      write(path \\ ".env", vars)



        
          
        

    

  


  

      

          @spec write(binary(), map()) :: :ok | {:error, binary()}


      


Writes a map of key-value pairs to a .env file.
Existing content is replaced. Values containing spaces are quoted.

  


        

      


  

    
Apero.OS 
    



      
Operating system information utilities for Apero (pure-Elixir subset).
Provides a minimal interface for querying OS type and hostname using
only pure Erlang/Elixir standard library calls — no shell execution.
For shell-based operations (arch, kernel version, distribution, CPU
count, memory, root check, WSL/container detection) see Trebejo.OS.

      


      
        Summary


  
    Types
  


    
      
        os_type()

      


    





  
    Functions
  


    
      
        hostname()

      


        Returns the machine hostname.



    


    
      
        type()

      


        Returns the operating system type.



    





      


      
        Types


        


  
    
      
    
    
      os_type()



        
          
        

    

  


  

      

          @type os_type() :: :linux | :macos | :windows | :unknown


      



  


        

      

      
        Functions


        


  
    
      
    
    
      hostname()



        
          
        

    

  


  

      

          @spec hostname() :: binary()


      


Returns the machine hostname.

  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @spec type() :: os_type()


      


Returns the operating system type.
Possible values: :linux, :macos, :windows, :unknown.

  


        

      


  

    
Apero.Proc 
    



      
Process and executable utilities for Apero (pure-Elixir subset).
Provides helpers for checking command availability, finding executables,
and VM introspection. All functions are pure Elixir/Erlang — no shell
execution involved.
For shell-based operations (process listing, signalling, logs, lsof,
fuser) see Trebejo.Proc.

      


      
        Summary


  
    Functions
  


    
      
        available_commands(commands)

      


        Filters a list of commands to only those available on the system.



    


    
      
        command_exists?(cmd)

      


        Returns true if the given command exists in the system PATH.



    


    
      
        locate_commands(commands)

      


        Returns a map of command => path for all found commands.



    


    
      
        os_pid()

      


        Returns the OS process ID of the BEAM VM.



    


    
      
        scheduler_count()

      


        Returns the number of scheduler threads.



    


    
      
        vm_memory()

      


        Returns the VM memory usage in bytes.



    


    
      
        vm_uptime()

      


        Returns the VM uptime in milliseconds.



    


    
      
        which(cmd)

      


        Returns the full path of a command if found, or nil.



    





      


      
        Functions


        


  
    
      
    
    
      available_commands(commands)



        
          
        

    

  


  

      

          @spec available_commands([String.t()]) :: [String.t()]


      


Filters a list of commands to only those available on the system.

  



  
    
      
    
    
      command_exists?(cmd)



        
          
        

    

  


  

      

          @spec command_exists?(String.t()) :: boolean()


      


Returns true if the given command exists in the system PATH.

  



  
    
      
    
    
      locate_commands(commands)



        
          
        

    

  


  

      

          @spec locate_commands([String.t()]) :: %{required(String.t()) => String.t()}


      


Returns a map of command => path for all found commands.

  



  
    
      
    
    
      os_pid()



        
          
        

    

  


  

      

          @spec os_pid() :: non_neg_integer()


      


Returns the OS process ID of the BEAM VM.

  



  
    
      
    
    
      scheduler_count()



        
          
        

    

  


  

      

          @spec scheduler_count() :: non_neg_integer()


      


Returns the number of scheduler threads.

  



  
    
      
    
    
      vm_memory()



        
          
        

    

  


  

      

          @spec vm_memory() :: non_neg_integer()


      


Returns the VM memory usage in bytes.

  



  
    
      
    
    
      vm_uptime()



        
          
        

    

  


  

      

          @spec vm_uptime() :: non_neg_integer()


      


Returns the VM uptime in milliseconds.

  



  
    
      
    
    
      which(cmd)



        
          
        

    

  


  

      

          @spec which(String.t()) :: String.t() | nil


      


Returns the full path of a command if found, or nil.

  


        

      


  

    
Apero.Retry 
    



      
Retry with exponential backoff and optional jitter.
Example
Apero.Retry.with(
  fn -> HTTPoison.get(url) end,
  max_attempts: 5,
  base_delay: 100,
  max_delay: 5_000,
  retry_on: fn
    {:ok, %{status: status}} when status >= 500 -> true
    {:error, %HTTPoison.Error{reason: :timeout}} -> true
    _ -> false
  end
)

      


      
        Summary


  
    Types
  


    
      
        predicate()

      


    





  
    Functions
  


    
      
        handle_message(arg)

      


        Handles a {:apero_retry, ...} message produced by schedule_next/7.
Runs the next attempt; if it succeeds or exhausts retries, returns the
result via {:apero_retry_done, result}. Otherwise schedules the
next retry.



    


    
      
        schedule_next(fun, attempt, max, base, max_d, should_retry?, on_retry)

      


        Non-blocking variant of with/2 that uses Process.send_after between
attempts instead of Process.sleep.



    


    
      
        with(fun, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      predicate()



        
          
        

    

  


  

      

          @type predicate() :: (any() -> boolean())


      



  


        

      

      
        Functions


        


  
    
      
    
    
      handle_message(arg)



        
          
        

    

  


  

      

          @spec handle_message(
  {:apero_retry, (-> any()), integer(), integer(), integer(), integer(),
   (any() -> boolean()), (-> any())}
) :: any()


      


Handles a {:apero_retry, ...} message produced by schedule_next/7.
Runs the next attempt; if it succeeds or exhausts retries, returns the
result via {:apero_retry_done, result}. Otherwise schedules the
next retry.
This is the GenServer hook for non-blocking retry.

  



  
    
      
    
    
      schedule_next(fun, attempt, max, base, max_d, should_retry?, on_retry)



        
          
        

    

  


  

      

          @spec schedule_next(
  (-> any()),
  integer(),
  integer(),
  integer(),
  integer(),
  (any() -> boolean()),
  (-> any())
) :: :ok


      


Non-blocking variant of with/2 that uses Process.send_after between
attempts instead of Process.sleep.
Caveats
Because the retry is driven by the calling process's mailbox, this
helper must be called from a process that can receive messages
(typically a GenServer). The calling process should be ready to
receive the {:apero_retry_continue, fun, state} message; in practice
this helper is best used from a custom handle_info/2 that calls
the next attempt and sends itself another message after the delay.
Most consumers should prefer the simpler with/2 (which uses
Process.sleep) unless they are calling from a GenServer mailbox
loop.

  



    

  
    
      
    
    
      with(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec with(
  (-> any()),
  keyword()
) :: any()
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